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(c) Implementation specifications:
Breaches involving less than 500 individ-
uals. For breaches of unsecured pro-
tected health information involving
less than 500 individuals, a covered en-
tity shall maintain a log or other docu-
mentation of such breaches and, not
later than 60 days after the end of each
calendar year, provide the notification
required by paragraph (a) of this sec-
tion for breaches occurring during the
preceding calendar year, in the manner
specified on the HHS Web site.

§164.410 Notification by a business as-
sociate.

(a) Standard. (1) A business associate
shall, following the discovery of a
breach of unsecured protected health
information, notify the covered entity
of such breach.

(2) Breaches treated as discovered. For
purposes of paragraph (1) of this sec-
tion, a breach shall be treated as dis-
covered by a business associate as of
the first day on which such breach is
known to the business associate or, by
exercising reasonable diligence, would
have been known to the business asso-
ciate. A business associate shall be
deemed to have knowledge of a breach
if the breach is known, or by exercising
reasonable diligence would have been
known, to any person, other than the
person committing the breach, who is
an employee, officer, or other agent of
the business associate (determined in
accordance with the federal common
law of agency).

(b) Implementation specifications: Time-
liness of notification. Except as provided
in §164.412, a business associate shall
provide the notification required by
paragraph (a) of this section without
unreasonable delay and in no case later
than 60 calendar days after discovery of
a breach.

(c) Implementation specifications: Con-
tent of notification. (1) The notification
required by paragraph (a) of this sec-
tion shall include, to the extent pos-
sible, the identification of each indi-
vidual whose unsecured protected
health information has been, or is rea-
sonably believed by the business asso-
ciate to have been, accessed, acquired,
used, or disclosed during the breach.

(2) A business associate shall provide
the covered entity with any other

§164.414

available information that the covered
entity is required to include in notifi-
cation to the individual under
§164.404(c) at the time of the notifica-
tion required by paragraph (a) of this
section or promptly thereafter as infor-
mation becomes available.

§164.412 Law enforcement delay.

If a law enforcement official states to
a covered entity or business associate
that a notification, notice, or posting
required under this subpart would im-
pede a criminal investigation or cause
damage to national security, a covered
entity or business associate shall:

(a) If the statement is in writing and
specifies the time for which a delay is
required, delay such notification, no-
tice, or posting for the time period
specified by the official; or

(b) If the statement is made orally,
document the statement, including the
identity of the official making the
statement, and delay the notification,
notice, or posting temporarily and no
longer than 30 days from the date of
the oral statement, unless a written
statement as described in paragraph (a)
of this section is submitted during that
time.

§164.414 Administrative requirements
and burden of proof.

(a) Administrative requirements. A cov-
ered entity is required to comply with
the administrative requirements of
§164.530(b), (d), (e), (8), (h), (1), and (j)
with respect to the requirements of
this subpart.

(b) Burden of proof. In the event of a
use or disclosure in violation of sub-
part E, the covered entity or business
associate, as applicable, shall have the
burden of demonstrating that all noti-
fications were made as required by this
subpart or that the use or disclosure
did not constitute a breach, as defined
at §164.402.

Subpart E—Privacy of Individually
Identifiable Health Information

AUTHORITY: 42 U.S.C. 1320d-2 and 1320d-4,
sec. 264 of Pub. L. 104-191, 110 Stat. 2033-2034
(42 U.S.C. 1320d-2(note)).
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§164.500

§164.500 Applicability.

(a) Except as otherwise provided
herein, the standards, requirements,
and implementation specifications of
this subpart apply to covered entities
with respect to protected health infor-
mation.

(b) Health care clearinghouses must
comply with the standards, require-
ments, and implementation specifica-
tions as follows:

(1) When a health care clearinghouse
creates or receives protected health in-
formation as a business associate of an-
other covered entity, the clearinghouse
must comply with:

(i) Section 164.500 relating to applica-
bility;

(ii) Section 164.501 relating to defini-
tions;

(iii) Section 164.502 relating to uses
and disclosures of protected health in-
formation, except that a clearinghouse
is prohibited from using or disclosing
protected health information other
than as permitted in the business asso-
ciate contract under which it created
or received the protected health infor-
mation;

(iv) Section 164.504 relating to the or-
ganizational requirements for covered
entities;

(v) Section 164.512 relating to uses
and disclosures for which individual
authorization or an opportunity to
agree or object is not required, except
that a clearinghouse is prohibited from
using or disclosing protected health in-
formation other than as permitted in
the business associate contract under
which it created or received the pro-
tected health information;

(vi) Section 164.532 relating to transi-
tion requirements; and

(vii) Section 164.534 relating to com-
pliance dates for initial implementa-
tion of the privacy standards.

(2) When a health care clearinghouse
creates or receives protected health in-
formation other than as a business as-
sociate of a covered entity, the clear-
inghouse must comply with all of the

standards, requirements, and imple-
mentation specifications of this sub-
part.

(c) The standards, requirements, and
implementation specifications of this
subpart do not apply to the Depart-
ment of Defense or to any other federal

45 CFR Subtitle A (10-1-10 Edition)

agency, or non-governmental organiza-
tion acting on its behalf, when pro-
viding health care to overseas foreign
national beneficiaries.

[656 FR 82802, Dec. 28, 2000, as amended at 67
FR 53266, Aug. 14, 2002; 68 FR 8381, Feb. 20,
2003]

§164.501 Definitions.

As used in this subpart, the following
terms have the following meanings:

Correctional institution means any
penal or correctional facility, jail, re-
formatory, detention center, work
farm, halfway house, or residential
community program center operated
by, or under contract to, the United
States, a State, a territory, a political
subdivision of a State or territory, or
an Indian tribe, for the confinement or
rehabilitation of persons charged with
or convicted of a criminal offense or
other persons held in lawful custody.
Other persons held in lawful custody in-
cludes juvenile offenders adjudicated
delinquent, aliens detained awaiting
deportation, persons committed to
mental institutions through the crimi-
nal justice system, witnesses, or others
awaiting charges or trial.

Data aggregation means, with respect
to protected health information cre-
ated or received by a business associate
in its capacity as the business asso-
ciate of a covered entity, the com-
bining of such protected health infor-
mation by the business associate with
the protected health information re-
ceived by the business associate in its
capacity as a business associate of an-
other covered entity, to permit data
analyses that relate to the health care
operations of the respective covered
entities.

Designated record set means:

(1) A group of records maintained by
or for a covered entity that is:

(i) The medical records and billing
records about individuals maintained
by or for a covered health care pro-
vider;

(ii) The enrollment, payment, claims
adjudication, and case or medical man-
agement record systems maintained by
or for a health plan; or

(iii) Used, in whole or in part, by or
for the covered entity to make deci-
sions about individuals.
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